
ABSTRACT
E-commerce is the technique to conduct commercial transactions using wireless devices. More precisely, E-commerce 
is defined as the new emerging applications and services that people can access through internet enabled mobile 
devices such as smartphones, PDAs, i-pads and laptops anytime & anywhere. Nowadays, E-commerce transactions have 
exploded around the world due to the advancement of Internet technology. But E-commerce transactions are suffered 
by many attacks due to the lack of secured and efficient security infrastructure. Therefore, secure and effective security 
requirements are required to prevent E-commerce transactions from the malicious attacks. However, this paper represents 
the authentication based secure framework for E-commerce applications & services. This paper is also proposed a secure 
and efficient authentication technique using ECDSA algorithm to ensure the confirming services of E-Commerce to the 
end customers.
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INTRODUCTION

The term E-Commerce was coined by Dr. Robert Jacobson, 
Principal Consultant to the California State Assembly's 
Utilities & Commerce Committee, in 1984, to define online 
transaction processing between customers and businesses 
organization or between one business organization and 
another. E-Commerce is the part of new business model 
that exchanges the valuable services (buying and selling 
goods) among the business organizations and consumers 
using wireless electronic devices such as hand-held 
computers (tablets), mobile phones or laptops without 
needing to find a place to plug in, which is based on the 
Wireless Application Protocol (WAP). The integration of 
Internet, Wireless and E-Commerce produces a successful 

E-Commerce. With E-Commerce, countries around 
the world are tried to improve their business volume, 
education, security, retail management and economic 
infrastructure, etc. These are achieved by using Wireless 
Sensor Networks (WSN) and technologies such as Radio-
Frequency Identification (RFID).

E-Commerce can be B2B (business to business) or 
B2C (business to customer) oriented. The term B2B is 
the exchange of products & services or information 
between business organizations rather than business 
organizations & customers whereas B2C refers to the 
process of selling to individual customers directly through 
online. These models are used to improve the efficiency 
& effectiveness of the organization’s sales report & 
better delivery status also. With rapid development 
of E-Commerce combined with smart technology, the 
security concerns related to E-commerce infrastructure 
is also increased simultaneously. Smart technology not 
only gathers user’s credentials, but can also monitor user’s 
activities. However, the scope of this paper relies on a 
secure authentication technique regarding B2C where the 
information is shared between business organizations 
and customers for improving the efficiency of selling and 
buying process without any fear of attacks.
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In this context, we will briefly explain about related 
works regarding security mechanisms in respect of 
E-commerce transactions. A new mobile payment system 
based on mobile traveller’s check (MTC) for mobile 
commerce is recommend by Shaik Shakeel Ahamad & 
others. MTC uses elliptic curve digital signature algorithm 
(ECDSA) for generating and verifying digital signatures. 
Robert Pinheiro analyzes a well-designed three factor 
authentication scheme that combines a biometric with 
a PIN and a registered cell phone acts as a token would 
offer strong security in E-Commerce. Sanwar ALI et 
al. have discussed different security measures and the 
application of the cryptography for key generation, 
authentication, digital signature and digital certificate 
in E-Commerce. Seema Nambiar et al. have discussed 
the framework of public key infrastructure as a basis 
for security in different mobile technologies, and also 
analyzed the security measures in mobile security 
technologies. An implementation of 1024-bit RSA 
encryption/decryption algorithm using VB.NET for 
securing ecommerce payment transaction is proposed 
by Chinedu J. Nwoye. Ibrahim Sayed Abdelwahab 
Mohamed discusses the E-Commerce security issues and 
the use of digital signature in different applications of 
E-Commerce. 

It is concerned that online transactions through internet 
enabled devices are still suffered by challenges although 
many researchers have proposed different authentication 
mechanisms. Since, Public key digital signature algorithms 
are used to eliminate authentication issue regarding 
E-commerce transactions. For this we have recommended 
a secure end-to-end authentication mechanism using 
elliptic curve digital signature algorithm (ECDSA). Its 
security is based on the difficulty of the elliptic curve 
discrete logarithm problem and works on significantly 
smaller key size with same level of security which offers 
faster computations and less storage space related to 
other public key digital signature algorithms. The paper 
is organized as follows. Section 2 represents a secure 
authentication based E-commerce framework. Section 
3 depicts a secure end-to-end authentication technique 
using ECDSA with summary performances compared to 
RSA & DSA algorithms. Section 4 concludes the paper.

of customer’s order regarding products or services. 
E-commerce addresses electronic commerce via internet 
enabled devices, where the customer must not be physical 
or eye contact with the purchased products [5]. The 
following Figure-1 shows that how to interact the sub 
systems of the framework to each other in securely & 
effectively. Here, the Wireless Application Protocol (WAP) 
is a standard protocol for the presentation and delivery of 
wireless information and telephony services on different 
internet enabled devices and wireless terminals.

Any transaction based on the above secure E-Commerce 
framework between two parties (B2C), the following 
corresponding steps are listed below:

The customer searches E-commerce sites for buying 1.	
products & services through online.
Selects item(s) for own interest.2.	
Customer sends request to the system (WAP portal) 3.	
for buying the selected item(s). Here system checks 
access right of the item(s).
If the item(s) is available to the customer, the system 4.	
redirects the payment transaction process to the 
trusted financial organization. The transaction 
through electronic payment card elaborates the 
following steps.

Customer enters information (electronic payment 1.	
card details) on the device as per instructions are 
provided by FSP (financial service provider).
Entered information is encrypted by the customer 2.	
using digital signature algorithm & sends to the 
service provider.
Sharing information between service provider & 3.	
third party (gateway).
Third party decrypts the encrypted information & 4.	
authenticates using verifier algorithm.
After successful authentication, payments done 5.	
between customer & bank.
If payment transaction is successfully done, the 6.	
financial institute sends payment report to the 
financial service provider (FSP).
FSP sends payment acknowledgment (ACK) to the 7.	
WAP commerce portal.
After that FSP approves the buying product(s) & 8.	
directs to the shipping department.
Shipping department delivers the product(s) to the 9.	
customer.

Therefore, E-Commerce framework delivers applications 
& services to the end users with relatively low cost. 
But the process of B2C is attacked by several attackers 
such as Man-In-The-Browser (MITB) attack [15]. MITB 
is the attack that resides in a user's browser and can 
be programmed to trigger when a user want to access 
specific sites, such as an on-line shipping site. To mitigate 
such issues a strong authentication technique based on 
B2C communication channel is required.

3. A Secure And Efficient End-To-End Authentication 
Technique Using Ecdsa Algorithm: Communication 
and sending sensitive information through network is 
one of the most important activities of E-Commerce 

Figure 1: Secure E-commerce framework

Authentication Based E-Commerce Framework: The 
authentication based E-commerce framework consists 
of some sub modules based on the working flows 
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services; hence this is a vital security segment to protect 
customer’s credentials of internet enabled devices. In 
this context, this authentication technique works more 
effectively and securely.

3.1 Proposed Work: We have proposed a secure and 
efficient authentication technique using ECDSA during 
transaction between the customer at the sender end & 
FSP at the receiver end. The following steps are taken at 
the customer end during E-Commerce transaction.

Customer enters information (electronic payment 1.	
card details) through internet enabled device.
The message digest (MD) of entered information 2.	
is calculated using SHA-1 hash function by the 
customer.
This MD is encrypted by using a private key that is 3.	
generated by customer to form a signature.
The signature is appended with the original 4.	
information and sent to the FSP.

The following steps are taken at the FSP end during 
E-Commerce transaction.

The FSP decrypts the signature by using a public 1.	
key which is known to form MD1.
The FSP now computes the message digest (MD2) 2.	
from message representing an E-Commerce 
transaction which is sent with the signature using 
SHA-1 hash function.
Then MD1 & MD2 are compared.3.	
If MD1 is same as MD2, then the transaction between 4.	
customer & FSP is successfully done. Otherwise it 
will be rejected.

Therefore, the private key of the customer is only used to 
encrypt & public key is used to decrypt that ensures the 
authenticity. The proposed technique is able to prevent 
the M-commerce transactions from the intruders. The 
implementation of ECDSA is done by Crypto tool. There 
are three processes namely key pair generation, digital 
signature creation, verification & extraction.

A. Key pair generation
Before functioning of authentication using ECDSA, the 
customer needs to know its private key. So the following 
steps are followed by the customer.

Take an Elliptic curve E described through the curve 1.	
equation: y2 = x3 + ax + b (mod p).
Set point G on curve E (through its (x, y) coordinates): 2.	
G has the prime order n and the cofactor k (n*k is 
the number of points on E).
Set the public key W=(x, y) is a point on curve 3.	
E and multiple of G. The public key is derived 
from the private key and the domain parameters  
(E, G, and n).
Set secret key’s which is the solution of the EC 4.	
discrete log problem W=x*G where x is the selected 
random number in the interval [1, n-1] by the 
customer.
After calculating by Crypto tool, the following key 5.	
values are generated.

B. Digital signature creation: The customer creates 
signature which will be verified by the FSP using 
public key which is known. For signature creation of 
the information, the following steps are followed by 
the customer.

Compute e= SHA-1 (message representing an 1.	
M-commerce transaction is converted in to an 
integer).
Select a random integer k, 1≤ k ≤ n-1.2.	
Calculate the curve point (x1, y1) =k*G.3.	
Calculate c=x1 mod n. If c=0, go to step 2.4.	
Calculate d= k-1 (z+ cx) mod n, where z is left most 5.	
bit of e. If d=0, go to step-2.
The signature is the (c, d) pair.6.	

Following figure shows the generated signature.

Figure 2: Key value generation

Figure 3: Signature generation

C. Verification & Extraction: FSP verifies authenticity 
of the signed document using public key curve point W. 
Hence the following steps are followed by the FSP.

Verify that W is not equal to O (identity element); 1.	
otherwise its coordinates are valid.
Verify the W lies on the curve.2.	
Verify that pW=O.3.	
Verify that c and d are integer in [1, n-1].4.	
Calculate e=SHA-1(received message representing an 5.	
M-commerce transaction converted into integer).
Let z be the left most bit of e.6.	
Calculate u1=z d-1 mod n and u2=c d-1 mod n.7.	
Calculate curve point (x1, y1) =u1.G + u2.W. If (x1, 8.	

Figure 4: Verification of signed document
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y1) =O, then the signature is not valid.
If c9.	 ≡x1 (mod p), then the signature is valid. Otherwise 
it is invalid.
The following figure shows the extracted signature10.	

Elliptic curve cryptography works on the equation 
y2=(x3+ax+b) mod p. The prime modulo (range of 
160 bits) allows modular square root and modular 
multiplicative inverse. Since the possible values of y 
are between 0 and p-1. Only a smaller subset of those 
values will be a perfect square which will give N possible 
points on the curve where N < p where N is the number 
of perfect squares between 0 and p. Since each x will 
produce positive and negative values of the square-root 

of y2. Hence there are N/2 possible x coordinates that are 
valid and give a point on the curve. So this elliptic curve 
has a finite number of points on it, and it’s all because 
of the integer calculations and the modulus. 

The point multiplication k*n (which is the addition of 
the point n to itself k times). So, if R=k*n, where R is a 
symmetric point & there is no way to find out the value 
of k although R & n are known because there is no point 
subtraction or point division. The private key is a random 
number that is generated, and the public key is a point 
on the curve generated from the point multiplication of 
G with the private key. If we set ‘x’ as the private key and 
‘W’ as public key (a point), we have W = x*G (where G is 
the point of reference in the curve parameters).

Phases	 Messages		  ECDSA		                  DSA
		  Sig. size	 Size	 Time	 Sig. size	 Size	 Time
		  (bits)	 (bytes)	 (Sec.)	 (bits)	 (bytes)	 (Sec.)

Key generation	 Sample 1	 N/A	 2050	 0.117	 N/A	 2050	 2.309
	 Sample 2	 N/A	 2330	 0.056	 N/A	 2330	 1.018
	 Sample 3	 N/A	 2753	 0.059	 N/A	 2753	 3.818
	 Sample 4	 N/A	 983	 0.047	 N/A	 983	 3.245
	 Sample 5	 N/A	 845	 0.046	 N/A	 845	 2.044
	 Sample 6	 N/A	 1379	 0.093	 N/A	 1379	 3.261
	 Sample 7	 N/A	 1079	 0.047	 N/A	 1079	 1.872
	 Sample 8	 N/A	 919	 0.063	 N/A	 919	 4.118
	 Sample 9	 N/A	 720	 0.063	 N/A	 720	 0.920
	 Sample 10	 N/A	 414	 0.078	 N/A	 414	 3.573
Signature	 Sample 1	 381	 2050	 0.006	 376	 2050	 0.004
generation	 Sample 2	 382	 2330	 0.006	 368	 2330	 0.006
	 Sample 3	 384	 2753	 0.006	 368	 2753	 0.004
	 Sample 4	 378	 983	 0.000	 376	 983	 0.000
	 Sample 5	 383	 845	 0.000	 368	 845	 0.000
	 Sample 6	 384	 1379	 0.056	 368	 1379	 0.000
	 Sample 7	 375	 1079	 0.000	 368	 1079	 0.000
	 Sample 8	 383	 919	 0.000	 376	 919	 0.014
	 Sample 9	 380	 720	 0.000	 368	 720	 0.000
	 Sample 10	 384	 414	 0.016	 368	 414	 0.000
Verification	 Sample 1	 381	 2050	 0.010	 376	 2050	 0.010
&	 Sample 2	 382	 2330	 0.010	 368	 2330	 0.012
Extraction	 Sample 3	 384	 2753	 0.012	 368	 2753	 0.012
	 Sample 4	 378	 983	 0.014	 376	 983	 0.016
	 Sample 5	 383	 845	 0.016	 368	 845	 0.000
	 Sample 6	 384	 1379	 0.014	 368	 1379	 0.014
	 Sample 7	 375	 1079	 0.000	 368	 1079	 0.016
	 Sample 8	 383	 919	 0.000	 376	 919	 0.014
	 Sample 9	 380	 720	 0.014	 368	 720	 0.016
	 Sample 10	 384	 414	 0.016	 368	 414	 0.014

Table 1. Time execution of the phases for ECDSA & DSA

Now, (c, d) is the signature pair that is mentioned in 
the signature creation phase and curve point P=k*G (k 
is a random number). The following equation can be 
used to compute d. d=k-1(z + c*x) mod n, where z is the 
hash of the message, x is the private key and c is the x 

coordinate of k*G. If P is equal to c, the signature is valid. 
Otherwise it is not . To calculate P using the function 
P=d-1*z*G+d-1*c*W
Or, P=d-1*z*G + d-1*c*x*G, (where W=x*G)
Or, P=d-1(z + c*x) G,
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Or, k*G=d-1(z + c*x) G,
Or, k=d-1(z + c*x),   (removing G)
Or d=k-1(z + c*x), (Inverting k & d).

So, it is matched. Therefore, k (random number) & x 
(private key) are required to calculate d, but c & W 
(public key point) are only needed to verify the signature. 
There is no way to calculate x or k from c & W due to 
trap door function in ECDSA point multiplication. So, it 

makes ECDSA algorithm secure. Further, ECDSA works 
on smaller key size and consuming less memory space. 
The ECDSA generates d in the interval [1, n-1] by taking 
the x coordinate of k*G (random point) and reducing it 
modulo n. These are helpful to make ECDSA algorithm 
computationally faster. Hence proposed work using 
ECDSA algorithm enhances the authentication security 
in E-commerce transactions between customer & FSP.

Phases	 Messages		  ECDSA		                  DSA
		  Sig. size	 Size	 Time	 Sig. size	 Size	 Time
		  (bits)	 (bytes)	 (Sec.)	 (bits)	 (bytes)	 (Sec.)

Key generation	 Sample 1	 N/A	 2050	 0.117	 N/A	 2050	 0.706
	 Sample 2	 N/A	 2330	 0.056	 N/A	 2330	 1.109
	 Sample 3	 N/A	 2753	 0.059	 N/A	 2753	 1.234
	 Sample 4	 N/A	 983	 0.047	 N/A	 983	 0.702
	 Sample 5	 N/A	 845	 0.046	 N/A	 845	 0.717
	 Sample 6	 N/A	 1379	 0.093	 N/A	 1379	 0.665
	 Sample 7	 N/A	 1079	 0.047	 N/A	 1079	 0.796
	 Sample 8	 N/A	 919	 0.063	 N/A	 919	 0.686
	 Sample 9	 N/A	 720	 0.063	 N/A	 720	 0.702
	 Sample 10	 N/A	 414	 0.078	 N/A	 414	 0.858
Signature	 Sample 1	 381	 2050	 0.006	 1024	 2050	 0.010
generation	 Sample 2	 382	 2330	 0.006	 1024	 2330	 0.010
	 Sample 3	 384	 2753	 0.006	 1024	 2753	 0.010
	 Sample 4	 378	 983	 0.000	 1024	 983	 0.000
	 Sample 5	 383	 845	 0.000	 1024	 845	 0.014
	 Sample 6	 384	 1379	 0.056	 1024	 1379	 0.016
	 Sample 7	 375	 1079	 0.000	 1024	 1079	 0.016
	 Sample 8	 383	 919	 0.000	 1024	 919	 0.016
	 Sample 9	 380	 720	 0.000	 1024	 720	 0.000
	 Sample 10	 384	 414	 0.016	 1024	 414	 0.014
Verification &	 Sample 1	 381	 2050	 0.010	 1024	 2050	 0.000
Extraction	 Sample 2	 382	 2330	 0.010	 1024	 2330	 0.000
	 Sample 3	 384	 2753	 0.012	 1024	 2753	 0.000
	 Sample 4	 378	 983	 0.014	 1024	 983	 0.000
	 Sample 5	 383	 845	 0.016	 1024	 845	 0.000
	 Sample 6	 384	 1379	 0.014	 1024	 1379	 0.000
	 Sample 7	 375	 1079	 0.000	 1024	 1079	 0.000
	 Sample 8	 383	 919	 0.000	 1024	 919	 0.000
	 Sample 9	 380	 720	 0.014	 1024	 720	 0.000
	 Sample 10	 384	 414	 0.016	 1024	 414	 0.000

Table 2. Time execution of the phases for ECDSA & RSA

Time(sec.)	 ECDSA	 RSA	 DSA

Key generation	 0.0669	 0.8175	 2.6178
Signature generation	 0.009	 0.0106	 0.0028
Verification & Extraction	 0.0106	 0	 0.0124
Total	 0.0865	 0.8281	 2.6330

Table 3. Time execution summary for ECDSA, RSA & 
DSA

3.2 Performance Analysis: The entire execution process 
of proposed model works on the basis of following 
requirements:

Operating system: Microsoft windows 7(32 bit) & •	
Processor: Intel(R) Atom(TM) CPU N450, 1.67 GHz, 
RAM-1GB.
Crypto tool “CrypTool 1.4.40” is used to compute •	
the proposed model.

A. Evaluation performances of ECDSA compared with  
DSA: The bit length of the ECDSA for the public key is 



Graph 2: Performances of ECDSA, RSA & DSA

Graph 1: Time execution for different phases

the twice of the security level. For instance, the security 
level of 80 bits( where 280 operations to find the private 
key), the length of ECDSA public key is 160 bits regarding 
the size of a DSA public key is at 1024 bits. Therefore we 
have set bit length prime192v1 for ECDSA & 1024 bits 
for DSA to achieve the performances of them. So, the 
following Table-1 represents the summary performances 
of the entire implementation by ECDSA & DSA. Here 
SHA – 1 hash function is used for both cases.

B. Evaluation performances of ECDSA compared with 
RSA: If we compare ECDSA with RSA regarding same 
level security, then we can say that ECDSA requires 
smaller key size compared to RSA. For an example, key 
size of 1024 bits for RSA is equivalent to the key size 
of 192 bits for ECDSA. Therefore, the following Table-2 
represents the summary performances of RSA & ECDSA. 
Here SHA – 1 hash function is also used and bit length 
of RSA is 1024 bits which is compared to prime192v1 
of ECDSA.

Now, we have calculated the average execution time 
over 10 samples taken for key generation, signature 
generation & verification.

We have plotted the summary execution time of different 
phases in ECDSA, DSA & RSA respectively. This is shown 
in the following graphical representation.

We have calculated the total execution time for three 
phases in respect of ECDSA, RSA and DSA. This is 
shown in the Graph-2. Now we have represented the 
overall performances of RSA, ECDSA and DSA by 
combining three phases in terms of execution time as 
shown below.

After observing the above figure, it is clearly state that 
the ECDSA algorithm gives more secure and efficient 
performances for entire set of execution. Although 
ECDSA is a bit slower than RSA only for verification, 
but ECDSA with same level of security offers faster 
implementations by consuming less memory relatively 
compared to others algorithms like RSA and DSA.

CONCLUSION

ECDSA algorithm uses scalar random in point 
multiplication k*n (k is the random number) to protect 
the signature from the attackers. So, strong randomness 
in ECDSA algorithm increases the authentication security 
level of E-Commerce transactions. This paper has 
proposed a secure and efficient end-to-end authentication 
technique using ECDSA algorithm in E-Commerce 
transactions. Using this algorithm, we have plotted the 
summary performances of ECDSA compared to RSA and 
DSA algorithms respectively. We have observed that the 
proposed model becomes more secure and faster than 
the other public key digital signature algorithms in 
E-Commerce authentication system. However, our future 
work will be deliver a secure integration technique of 
cloud computing and IoT technology using machine 
learning in E-Commerce paradigm.
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